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Open Virtual Switch

PyHKUMOHAan
IPv6
[MpoTOoKONbI TYHHENNPOBAHUSA
o GRE
o VXLAN
o IPsec
o  GRE and VXLAN over IPsec
o LISP (Bce ewe He upstream)
o GENEVE
802.1Q VLAN c trunk n access noptamu
NIC bonding

o LACP (IEEE 802.1AX-2008)

o source-MAC load balancing

o active backup

o L4 hashing
MoHUTOPUHT Tpaduka C MOMOLLLIO
NetFlow, sFlow(R), IPFIX, SPAN, RSPAN
QoS v nonucuHr, wennuur ¢ HFSC gdisc
MoHuTopuHr nuHkoB BFD n 802.1ag

ovsdb-server

Management Protocol (6632/TCP)
OpenFlow (6633/TCP)

Control Cluster

ovs-vswitchd

User

Kernel

OVS Kemel Module
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Open Virtual Switch

Management ovs_ofc“

-

AkTyarnbHasa Bepcus
v ]
Uint 2 upcall OVS - 2.6.1
Space Sreinject - ovsdb
Kernel Packet Processing

T

Management Workflow

Flow Table
From Device To Device

I
L — : ©OvS

Open vSwitch




Open Virtual Switch - DPDK

Management [W

Userspae
Datapath

User

Space Poll Mode
Driver

From Device To Device

DPDK - 16.11
:‘

ovsdb—tool

ovs-vsctl

AKTyanbHas Bepcus

Packet Processing

I

Management Workflow

HoctyneH B Fast Data Path kaHane, ona Red Hat
Virtualization & Red Hat OpenStack Platform

OvS

Open vSwitch
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Open Virtual Switch - DPDK

HanpasneHnusa ynyywenun OVS 2.x DPDK 2.x

* Vector Tuple Extractor (vm ) —
= DPDK Hash =
- DPDK ACL tables :] ()
ivshem gemu
gemu » Virtio ordering

‘\\ : « vHost Bulk Alloc/Free
it < \l ¢ Multiqueue vhost-user
/[ Control Path ]Nﬁ SIS REIN \
o~ [ Rings ] [ vHost J

[ User Space Forwarding
1 1

3akpbliBaeT noTpebHoCTH
Bnnotb A0 40G NIC

Tunnels netdev

\ \ ‘,ﬁg— « Offloads
7 S =—"+« Wildcards

* Tunnel processing
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OVS HW OFFLOAD

[loToBHOCTL K 100G NIC

Red Hat working with

e Mellanox

e Netronome

e Cavium

e Chelsio

e Others

RH Value add
e Open Source upstream solution (Must)
e Integrated solution with layered products (Must)
e Unified / Common API for Kernel and DPDK (Goal)
e No Vendor lock-in (Goal)
O rednat
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SDN B RED HAT OPENSHIFT
CONTAINER PLATFORM
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SDN B OPENSHIFT

CeTeBble nNnarvHbl

OPENSHIFT

KUBERNETES CNI

l

OpenShift Tigera Juniper Cisco . . VMware
Plugin Calico Contrail Contiv Eilg] STItE NSX-T

. . . Plugin .
Plugin Plugin Plugin Plugin

Certified Plugin Validated Plugin

* Flannel npoTecTMpoBaH B MMHUMAaNbHOM 06 beMe 1 NoAOePKMBAETCS TONBKO NpY pasBepTbiBaHUN
B NOSIHOM COOTBETCTBUU C pedhepeHCcHon apxuTekTypon OpenShift Ha OpenStack




OPENSHIFT SDN

MocTtpoeHune cetn Ha OVS c ncnonb3osaHmem VXLAN

NODE
172.16.1.10

VXLAN Overlay

Network

.........
-’ S

: ggggs ‘E .......................................................
58588 o NODE
172.16.1.20
IP Network

RED HAT
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OPENSHIFT SDN

BapuaHTbl opraHmMsaumm cetu
FLAT NETWORK (Default)

« Bce noapl 13 BCcex NpoeKToOB MOTyT PROJECTA | PROJECTEB PROJECT C

obLatbcs opyr ¢ Apyrom DEFAULT NAMESPACE

MULTI-TENANT NETWORK

NODE NODE
o CeTeBas usonsauus ypoBHsi NpoeKkTa

P A Y O - ]
o [lopoepxka Multicast H H ﬂ ﬂ
e [Egress ceTeBble NOSINTUKU ﬂ H. x ___________ ,ﬂ

NETWORK POLICY (Tech Preview) _
Multi-Tenant Network

o [eTanbHasi HacTpoWKa U3onNALUK C
MOMOLLIbIO NPaBun




OPENSHIFT SDN

[MyTb naketa yepes OVS npu B3aMmMoaencTBUM KOHTEMHEPOB Ha pa3HbIX XocTax

NODE 1
vethO brO
—> — Kl
10.1.15.2/24 10.1.15.1/24
192.168.0.100
NODE2 o ____
r
vethO brO
= 10.1.20.2/24 10120124 | vxian0 < m <
192.168.0.200

IbrO, Linux kernel bridge, ckoH(purypmpoBaHHbIn Kak Docker-6pnak, MCNosib3yeTcs TONbKO Npu
NHUUManmn3auum KOHTenHepa (1 HasHayeHun emy |P agpeca), noaToMy OTCYTCTBYET Ha CXxeme
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OPENDAYLIGHT - OPEN SDN PLATFORM

OpenDaylight ceroagHs

§’. OPEN

e Open Source nnatdopma ana cosgaHma SDN
KoHTponnepa, nog armgon Linux Foundation

e CyuwecrsyeT yxe 4 roaa OpenDaylight API (REST)

e ~1000 nHgmemayanbHbIX KOHTPUObIOTOPOB U3 ~140
Controller Platform
opraHusaumn.

Model Driven Service Abstraction Layer
e BbICTpoeHa oTKpbITasg MoAenNb ynpaBreHus (MD-SAL)

e 3penbin koa. Mogenb aaHHbIX - YANG (RFC6020)

Southbound Interfaces and Plugins

e [lecatkm ocHoBaHHbIX Ha OpenDaylight pewenun

e bornee 100 BHegpeHui




OPENDAYLIGHT - OPEN SDN PLATFORM

Red Hat - aktuBHbIN yyacTok coobuwecTtBa n Platinum Founding member OPEN

OIFA
==
P

Standard-based, Interacting with the

True SDN Platform Open Approach Physical Fabric
>  Modular and extensible >  Open APIs >  Topology discovery
> Multi-protocol >  Standard interfaces >  Network automation
>  Large community and and protocols >  Overlay/underlay

ecosystem >  Full “reference stack” correlation

>  Ready for future innovation >  Avoid vendor lock-in >  Monitoring and
troubleshooting

RED HAT

FORUM

Europe, Middle East & Africa

YVYVY

Enhanced Cloud
Networking

Network virtualization
Multi tenancy

Security and isolation
L4-L7 network services

.

%g

SDN for NFVI

Rich datapth connectivity options
Service Function Chaining (SFC)
Service Provider applications
L4-L7 network services

> Through NEPs

Q rednat



OPENDAYLIGHT & OPENSTACK

Red Hat - akTuBHbIV yyacTok coobuectBa v Platinum Founding member

e OpenDaylight moxeT BbicTynate SDN Neutron
KoHTponnepom ansa OpenStack

e (Ob6ecneumBaeT cepBUCbI BUPTYyanM3aunm cetu
ana OpenStack nocpeacteom Neutron API

REST API
e [lognepxunBaeT Neutron API c nomoLbto g:s
Apaneepa networking-odl DAYLIGHT

L MoxeT ynpasndaTb pa3fiMdHbIMU yCTpOVICTBaMM OpenFlow
OVSDB

NETCONF NETCONF

(He Tonbko Open vSwitch Ha yanax OpenStack)

Open vSwitch HW VTEP Router




OPENDAYLIGHT OT RED HAT

OpenDaylight APIs (REST)

Neutron
Northbound

NetVirt

Data Stare {Config & Operational) Service Abstraction Layer/Core Messaging {Notifications / RPCs)

Data Plane Elements (Virtual Switches, Physical Device Interfaces)
B I e

Controller Platform

OpenFlow QovsDB ,.
Plug-in Plug-in !
1




OPNFYV FastDataStacks & Nirvana Stack

Red Hat - akTMBHbIN y4acTOK BCeX NPOEKTOB

« OpenDaylight
« GBP Neutron Mapper
+ GBP Renderer Manager enhancements
* VPP Renderer
« Virtual Bridge Domain Mgr / Topology Manager

« FD.io
« HoneyComb — Enhancements
* VPP — Enhancements
« CSIT — VPP component tests

= OPNFV
« Qverall System Composition — Integration into CI/CD
« Installer: Integration of VPP into APEX

« System Test: FuncTest and Yardstick system test
application to FDS

See also:

| Neutron |

openstack

Applicable Projects

Neutron (+Gluon Innovations) #_- OpenStaCk

Y

4
| Rest

Neutron NorthBound

GBP Neutron Mapper

| GBP Renderer Manager l

| VPP renderer l Topology Mgr - VBD I
[ A

;
y
| North Bound Interface |

Diverse Innovation Happens Herea

I South Bound Interface |

& OPEN

Netconf/YANG

Honeycomb (Dataplane Agent)

VPP

DPDK

-ﬁic

| Data Plane Interface ::-5
- io

| VPP

| Data Plane Acceleration

2 0PNFV

System Install System Test
(APEX) (FuncTest, Yardstick)

*: OPNFV

FDS Architecture: https://wiki.opnfv.org/display/fds/OpenStack-ODL-VPP+integration+design+and+architecture

Nirvana Stack (AT&T, 2016)

RED HAT
%) FORUM
Europe, Middle East & Africa
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SDN B RED HAT OPENSTACK PLATFORM

e [lecatkn SDN naptHepoB, ceptudukaums ¢ Neutron =

Cloud Provider

e Red Hat OpenStack Director MoXeT aBTOMATUYECKH
pa3BopaumBatb M KoHPUrypmposatb Cisco, Nuage

Build your cloud infrastructure from trusted providers. Our partners collaborate with
Red Hat OpenStack

Red Hat to certify their products on our platform, so you can deploy with confidence
. I/I HTe rpa IJ|M ﬂ LI e p e3 M L2 Blatoan knowing that solutions are enterprise-ready and fully supported.

%
’\( Choose a different ecosystem

nuagenetworks” )\/( blg SWltC e S Sl
R N networks Bl e oo

VENDOR

I Arista Networks OpenStack ML2 Plugin
Intelligent Broadband Networks Mellan()xv @ AR I S A m ARISTA ::»41—:-‘;‘;.~-.VJ:}\:W;&~.; g

a TECHNOLOGIES CERTIFIEDFOR

[JRed Hat Enterprise Linux 6
(1) o\ [ Red Hat Enterprise Linux 7 /\ \/ | Avi Vantage Platform
( networks ra Wa re * 1 CRed Hat Jooss Enteprise ANV | opsi petoms
‘ l [ J ‘ Application Platform 6.0 Fryonk
N D < 4 ;
ic

P LAN E Every second counts ’ [JRed Hat OpenStack Platform 3
[CJ Red Hat OpenStack Platform 4

HUAWEI ETWORKS Jlenovo e o it ik Pom s
] [} (]

JunPer NIEC  BROCADES cisco .. .,

NETWORKS

https://access.redhat.com/ecosystem
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Open Virtual Network

s = P
NeUtro_n with i High-level, desired state
8 networking-ovn ) 1 »Logical ports -> logical switches -> logical routers
e PeweHne no noctpoexHnio SDN | L
Ha 6a3e Open vSwitch OVN o
Northbound DB
A
e Pabortaet Ha Tex xe ovn-northd ]
. N
nnaTtpopmax R il ! Run-time state !
_ Southbound DB )T ~-~._.; *Location of logical ports & physical endpoints
e (Obecneunmsaet L2/L3 cepBUCDHI '« Logical pipeline generated based on :
. configured and run-time state i
[ ovn-controller ] [ ovn-controller ] { ovn-controller ]
ovs ovs ovs




OVN B NMPOOYKTAX RED HAT

OpenStack
neutron-server

ML2/0VN driver

OVN services
(ovn-northd, OVN DBs,
ovn-controller)

OpenShift
(Kubernetes)

Open vSwitch

OVN CNI plugin + K8
resource watcher

OVN services
(ovn-northd, OVN DBs,
ovn-controller)

RHV
(oVirt)

Open vSwitch

OVN network provider

OVN services
(ovn-northd, OVN DBs,
ovn-controller)

Open vSwitch

Q rednat



e N
Controller Node
Metworking
Management
neutron-server
ML2 Plug-in
. /
e R

Database Node

OVN Northbound

Service
ovn-northd

/

ovs Datab357 QNS Database

ovsdb-server ovsdb-server
™ g
OVN OVN
Northbound Southbound
Database Database
ovanb.db ovnsb.db

OVN B OPENSTACK

=B

g ™
Compute Nodes
g ™ s ™
OVN Controller 0OVS Data Plane
Service ovs-vswitchd
own-controiler
\ OpenFlow
OVS Database l Switching
ovsdb-server =
OV Local 7 ( Routing  } N
Database
conf.db Access
d Control
/ |
i e ™
DHCP Service I
Instances
ﬁ
Metadata
Service
\. J
3ameHsieT areHToB Neutron
(OVS, L3, DHCP, Metadata)

Results for Nova VM Creation time with OVN:

% Improvement

ML2/0VS (Seconds) OVN (Seconds)
Average 80.7 . 234
95% 163.2 353
Maximum 2219 47.8
Minimum 18.7 38

FORU

RED HAT

Europe, Middle East & Africa

Q, rednat.



OVN B RED HAT VIRTUALIZATION

e [logaepxka HATUBHOIO OBEPJSIENHOIO -
. e = &), | OVirt provider 4 OVN
SDN, ucnonb3syrowero Open vSwitch e EEEe - for OVN (5 | NorthpB
(TechPreview B RHV 4.1) r@oaces wongoy ouscmy L
. .JD'(-:f Sk _Pete A :::-Yv,a':-*i\u't “, pOft |d
e [lpepnoctaBnsieT Neutron-nogobHoe API, Qs OVN
South DB
yNpoLLas MHTerpaLmio i | ' e
VDSM Virtual Interface Driver /’/'
e (ObecrneunBaeT co3gaHne BUPTYyarnbHbIX = 5 B

d - .
” g . e |
ceTen 6e3 orpaHuyeHuin ymcria VLAN u hooks! 1F Driver | [\ libvirt

. « v hooka https:/libvirt.org/formatnetwork. html i -
HeobX0aMMOCTM HAaCTPONKN “xenesa ) e . B
e AKLEHT Ha NOSTHOLIEHHON Noaaepxke | OvN Controller
dYHKUMIA MapLUpyTU3aLMK 1N KOHTPOIS T @
Roctyna (security groups) e ol rica 4 2 &
. 2
e CraHeT OOCTYNEH rpadnyeckni s

nHTepdenc agmuHmuctpaTopa (RHV 4.2)



OVN B RED HAT VIRTUALIZATION

OnuncaHne nHTerpauum

External network provider ovirt engine

KomnoHeHT oVirt Provider OVN Driver (“ovirt-provider-ovn-driver”)
g Import external network
e Ynpasnget nogknodeHnem vNIC K kKommyTaTopam D —
e JlomkeH ObITb yCTaHOBMNEH Ha Kaxabin RHV xocT " NerwoRke
o Cospaert xyku (hooks) ans koppekTHon paboTbl T

with <PORT ID>
for <NETWORK>

o ABTOMaTM3MpyeT co3gaHue TyHHernen mexay vSwitch

VDSM

VIF Driver conects

KomnoHeHT oVirt Provider OVN (“ovirt-provider-ovn”) new NIC to extemmal | VIF Driver Y
network

<PORT ID>

e CMS-nnaruH, KOTopbIN NCMNOSb3YeTCs Kak BHeLHUW npoBanaep ana RHY T
v

o [lpenoctaBnsieT cneaytowme pyHKUNN: l
o YnpasrneHue ceTsimu (co3gaHue, yoaneHne, "sSMeHeHue) <PORT D> @
o YnpaBneHue noptamu (cosgaHue, yaaneHue, UsMeHeHue) & v
o YnpasneHue nogcetamu DHCP (co3gaHwue, yoaneHue) TR
FORUM @ redhat
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SDN C ANSIBLE N RED HAT CLOUDFORMS

Ansible Bo3MOXXHOCTHM Mo ynpaBfieHUto ceTEBbIMN YCTPOMCTBaAMM

e« Mogynu Ansible, nomoratoLime aBTomMaTn3npoBaTh yrpasieHne ceTeBbIMU YCTPOUCTBaMU,
roToBbl OT 4EeCATKOB BeayLUmnx nponssogutenen, B T.4. Cisco (10S, 10S-XR, NX-0S), Juniper,
Arista, F5, FortiNet, Citrix, Dell, Palo-Alto, Huawei (CloudEngine), Cumulus, OVS, Nokia
https://docs.ansible.com/ansible/list_of network_modules.html

o [JononHutenbHble Ansible-ckpunTtbl, ucnone3sytowmne CLI, NETCONF unn REST API, MOXHO
B34Tb M3 OSS coobuiecTBa unmn HanncaTb CaMOCTOATESNLHO (B T.4. C NPMBEYeHneEM NapTHEPOB,
CW nnun BeHaopa)

Red Hat CloudForms

o OpenStack Neutron, VMware VDS

e VMware NSX (6e3 nogaepxku oT Red Hat)

 Nuage VRS (oxxnpgaem nepexop B nogaepxusaembin ctatyc B CF 4.6)
o Jliobble ycTponcTBa, 4OCTYMNHbIE Yepel Ansible

& reanar



https://docs.ansible.com/ansible/list_of_network_modules.html
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