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Red Hat Insights

= RedHat

Filter results v

12 0 stale systems

Systems registered with Insights

Vulnerability

What is Red Hat Insights?

Helping you better manage your hybrid and cloud environments

Find an app or service ¥

@ O systems to be removed

Red Hat recommends addressing these CVEs with high priority due to heightened risk

associated with these security issues

31

CVEs with security rules
impacting 1or more systems

View CVEs

CVEs by CVSS score

CVSS score

®80-10

® 40-79
00-39

CVE totals
107
750
134

6

CVESs with known exploits
impacting 1 or more systems @

View known exploits 1

Known exploits @
1
5
(0]

Advisor recommendations
2 incidents detected

Problematic conditions that cause an issue have been
actively detected on your systems

Recommendations by total risk @

1 7 4 0

Critical Important Moderate Low
Recommendations by category

‘ 6 Availability 3 Stability

® O Performance @ 3¢

Register systems

2 Feedback

Predicting risks

Recommending actions

Analyzing costs



Red Hat Insights

What does Red Hat Insights do?

A cloud analytics platform that helps you better manage your hybrid and cloud environments

ReFI Hat » Gathers configuration and utilization
Insights

data from your Red Hat® products

» Analyzes the data based on Red Hat

& RedHat & RedHat & RedHat

Enterprise Linux Ansible Automation OpenShift knowledge and expertise
Platform

» Generates and prioritizes insights for

you to take action



Red Hat Insights

How does Red Hat Insights help me?

Use Red Hat's expertise and knowledge to evaluate your systems

SUBSCRIPTIONS DOWNLOADS CONTAINERS SUPPORT CASES jo) & John Spinks (%)

Red Hat subscriptions include
Red Hat knowledge of:

Customer Portal

Products & Services Tools Security Community

S

>1Million

Customer support cases
l;l RHSB-2021-006 Long path name in mountpoint flaws in the kernel and
a systemd (CVE-2021-33909, CVE-2021-33910)
et by 27 20216 - e - >1,000
lag

Red Hat support personnel

Insights vulnerability analysis

Resolved Important
Status Impact

>115,000
Knowledge base and
solution articles

View exposed systems -




Red Hat Insights

& RedHat
Enterprise Linux

& RedHat
OpenShift

& RedHat
Ansible Automation
Platform

Business

Track and

optimize spending

Subscriptions
Resource Optimization

Subscriptions/metering,
Cost management

Automation calculator,
Savings planner

Red Hat Insights

Aligning themes to services across platforms

Operations

Improve stability
and performance

Adpvisor, drift, inventory

Advisor

Adbvisor, Clusters, Drift,
Job Explorer, Reports

G&—

Security

Reduce risk
Vulnerability, compliance,
malware, policies, patch

Refer to Advanced
Cluster Security for
Kubernetes

Policies

Red Hat

— Insights
Efficient
hybrid-cloud scale/
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Red Hat Insights for Red Hat OpenShift

Overview of Red Hat Insights services for Red Hat OpenShift

Red Hat

Insights
Business Operations Efficient
Track and Improve stability hybrid-cloud scale
optimize spending and performance
Subscriptions Advisor 4(.—1
A
. /

&7

3

Red Hat
OpenShift

Cost management




Red Hat Insights for Red Hat OpenShift

Subscriptions

Frictionless cluster scaling & account-level visibility of multi-cluster
usage
» Account level view of subscription utilization

» Automatic utilization reporting for connected clusters.

»  Simple cluster and multi-cluster scaling

Red Hat




Red Hat Insights for Red Hat OpenShift

Subscriptions: Awareness of subscription utilization across your entire estate

OpenShift Container Platform Take a tour

Monitor your OpenShift Container Platform usage for both Annual and On-Demand subscriptions. Learn more about Subscriptions reporting [4

Filterby SLA  ~ On-Demand subscriptions © O core hoursused ~ Thismonth
Annual subscriptions o Cores ¥ Daily ~
10
6K 8
e, S e e

5K 6

4K 4
3K

2
2K
1K

Jul1 Jul 6 Jul Jul16 Jul 21 Jul 26 Jul 31
Jun 6 Junl Jun16 Jun 21 Jun 26 Jull Jul 6 R Core hours

m Cores W Subscription threshold
Current systems

Current systems

Filter by name Q
Filter by name Q 1-1000f 473 ~ >
Name Cores Lastseen | m
f5078cce-0fb6-4afe-bfbf-05b349edbee4 16 15 hours ago Q



Red Hat Insights for Red Hat OpenShift

Cost Management

Helps you visualize and distribute Red Hat OpenShift
costs into meaningful items.

» Cost visibility

» Cost allocation

» Change developers and operator behaviours

On premise, on clouds, on demand, or multicluster..

Red Hat




CNCF Kubernetes Expenditure Report ." Fi n O ps

Foundation

A joint report from CNCF and the FinOps Foundation:
(June 2021)

e 68% of companies using Kubernetes report costs increasing (half of them more than 20%)

e The majority (90%) of costs come from compute and memory
e 24% of companies do not monitor costs at all. 44% rely on monthly estimates

e Only 13% have accurate showbacks, only 14% have chargeback programs

CONCLUSION: The majority of companies using Kubernetes can become more cost-efficient.

Source: https://www.cncf.io/wp-content/uploads/2021/06/FINOPS Kubernetes Report.pdf ‘ Red Hat


https://www.cncf.io/wp-content/uploads/2021/06/FINOPS_Kubernetes_Report.pdf

Cost Management is available with no additional cost to OpenShift Container Platform customers

OpenShift Cost Management SaaS

Included with OCP 4.3+, GA since May 2020

Modeling costs cloud and OpenShift on Cloud Cost Business Mapping

on-prem clusters Visibility and Distribution

II Microsoft
Azure

¥ O = O 5| © oo

Google Cloud Platform

OPENSHIFT
Support for cost models based Provide insights about how Filter and group using
on cloud prices, markups and OpenShift costs are distributed. hierarchical information, labels
metrics for any OCP. Map cloud infrastructure costs and tags
Tag based rating from multiple accounts

Cost explorer (time based views) End of the month forecasting

& RedHat

12
(*) GCP support only for infrastructure




Red Hat Insights for Red Hat OpenShift

Cost management: Show how resources contribute to costs

Cost Management Overview &
OpenShift Infrastructure

Perspective All «

All OpenShift cost
1-6 July

$6,677.65

Cost

All OpenShift cumulative cost comparison ($USD) +

1 8 16 24 31

Cost (1-30 Jun) == Cost (1-6 Jul) Infrastructure cost (1-30 Jun) === Infrastructure cost (1-31 Jul)

Cost forecast (6-31Jul) == Infrastructure forecast (1-31Jul)

Top projects

openshift-kube-apiserver

openshift-monitoring

openshift-etcd

72 Others

All Projects

Top clusters

$1,480.28 (22.17%)

$1,242.51 (18.61%)

$510.39 (7.64%)

$3,444.48 (51.58%)




Red Hat Insights for Red Hat OpenShift

Advisor

Coming soon..

|dentifies availability, performance, stability, and security risk analysis New Advisor view in beta

> Analyzes Remote Health (Insights + Telemetry) data to provide

recommendations

» These recommendations cover everything from the OpenShift core layer

up to the services and application layer.
» Provides predictive findings and prescriptive information on how to resolve.

> Integrates with Notifications, OpenShift WebConsole and Advanced
Cluster Manager

Red Hat



https://docs.openshift.com/container-platform/4.9/support/remote_health_monitoring/about-remote-health-monitoring.html

Red Hat Insights for Red Hat OpenShift

OpenShift

Clusters

Overview

Releases

Downloads

Subscriptions

Cost Management

Support Cases &

Cluster Manager Feedback &

Red Hat Marketplace &

Documentation &

Overview

Clusters

2182

Clusters with issues

186 ©

Clusters with issues

Name
e395f526-e38e-473a-b689-eb5475e40cef
1d78a009-c1d9-4d72-a250-bf1639b18f00
99d346ea-3d0d-41ff-bf80-3fe7dabb6279
a86a0lfe-cldc-4973-aale-eb7865532526
0179154b-92d4-4989-bb2d-

056493¢1078b

1-50f690 ~

Advisor: Availability, performance, stability, and security risk analysis

CPU and Memory utilization

vCPU Memory

\

16.85% B Used: 226712 Cores 2714% W Used:12.22TiB
Available: 11184.88 Cores Available: 32.8 TiB

Advisor recommendations by severity @

Issues detected (0] 4 132 28

Critical Important Moderate Low

24

2 Recommendations by category

1

54

M Fault Tolerance: 4 Performance: 85

4 H MW Security: 9 W Service Availability: 66
@ Advisor information applies for OCP clusters only

1 of 138 > »

Operations




Red Hat Insights for Red Hat OpenShift

Advisor: Availability, performance, stability, and security risk analysis Operations

Red Hat Radek Vokal .

Red Hat OpenShift
Cluster Manager

3

Clusters > Radek-insights-demo

Radek-insights-demo Actions ¥ |Gy

Overview Monitoring  Insights

Clusters

6 potential issues identified Last check: 2 months ago Health checks by category &

Service Availability: 4
@® 1important 4 Moderate 1Low B Security: 1
2 B Fault Tolerance: O
What is Insights?
Red Hat Mark

YDescription v Filter by description Q 1-60f6 ¥
Description Added Total risk
>  Cluster upgrade will fail when default SCC gets changed 2 months ago Important :
> Introducing Insights for Red Hat OpenShift Container Platform 3 months ago |:w Low :
> OCP node could behave unexpectedly when it doesn't meet the minimum resource requirements 8 months ago [: Moderate :



Red Hat Insights for Red Hat OpenShift

: Integrates with OpenShift WebConsole, Notifications and Advanced Cluster Manager

Operations

Red Hat
Advanced Cluster Management for Kubernetes

Qa ® 8 6

kube:admin v

Red Hat

Clusters

Insights
daveawsO1 Insights identified 10 potential issues % g
Overview, Nodes Insights identifies and prioritizes risks to security, performance,
availability, and stability of your clusters. ’ - . .
OpensShift - Advisor Instant Notification - 8 Oct 2021
Totalrisk @
Details
@ O Critical
10 2
Cluster ID daveawsO1 Cluster APl address Total issu €
Status @ Ready Console URL SiEwW
Distribution version OpenShift 4.3.0 Username/password New recommendations

Labels -

loud=Ar . . g as
cloud=Amazon  +2 Recommendations with Remediation

Insights status 10 issues = 1
Q 1-100f1 v
Description Total risk
—_— ion risk or alterin: 15d dac ® Important
whe -t ages-softis enabled Lnpertant
ratng ot feninn i it enetles e Your cluster f98eed9e-8467-4487-873d-f9a405f89334 has 1 new
i e ‘IO U et or reset the d during prov g Moderate recommendations.
Inactive
6 Active Deployed POTENTIAL ISSUES @ Moderat
NODES APPLICATIONS DEPLOYMENTS 0In progress I y ges-soft e oderate
|
" et the pas during provisioning Moderate
R — Go to cluster page
on this design! eset the password during provisioning Low
Low
Status . .
New recommendations affecting
i X
P _— Insights statos fogeede-8467-4487-873d-19a405f89334
& Cluster @ Control Plane 0 Mo saie @ Storage
Insig
perfor ‘
‘ o ; New recommendations Total risk Added
o Pm Total risk
Insights identified 5 issues about .... with Moderate risk that has a Low Impact on your cluster.
L] t < £ B
o . iled: Ge Clusteroperator is degraded when the installer pods AT 8 minutes
Apr 22, 2:2 2 51 : E A Important
Only 95.24% of the desired Pods of DaemonSet openshift-operators/istio-node are scheduled and ready. 12 >ff restarting failed c are removed too soon during upgrade ago
e
O »o 3 v >ff restarting failed ©
Pod default/privateapp-55647897d4-ftm2q has been in a non-ready state for longer than 15 minutes. ¥ 3l
O oo " Willing image registr This email was sent by Red Hat Insights | Manage email preferences
Deployment default/privateapp has not matched the expected number of replicas for longer than 15 minutes. Fhiablaticues 1g: waiting for deploy
sl ' _ ) v all in OpenShift Cluster for install componen
Pod default/privateapp-55647897d4-ftm2q container privateapp has been in waiting state for longer than 1 hour,
. irements found, attel
@D installing: waiting for deploy ‘ Red Hat
@& install timeout
Cluster Utilization 1Hour +

@ Status for clusteroperator/etee



Red Hat Insights for Red Hat OpenShift

Remote Health

Improves Support efficiency, impacts Product decisions for connected
clusters

> Faster support cycle - support has detailed cluster analysis data and fleet

matching data for each support case

» Safer upgrades - remote health data used to analysis cluster upgrade

edges and prevent potential upgrade failures

> Product decisions - product review fleet level analysis to prevent issues,

improve product quality and prioritize new features

Red Hat




Red Hat Insights for Red Hat OpenShift

Support efficiency: Fast support turnaround for connected clusters Efficiency

Problem Statement  kubelet degraded

Description
What problem/issue/behavior are you having trouble with? What do you expect to see?

Recently we added infra nodes by using worker machine set and moved components like Router,image registry and monitoring after that some operators
showing degraded .

cluster operator degraded,cluster operator down and kubelet ,version this things are down k

Where are you experiencing the behavior? What environment?
openshift container platform

#2 B (Associate)  Private
(0.25)

Edit Provides Relief Provides Resolution

Created By: (5/27/2021 7:42 AM)

Hello,

Welcome to Red Hat Technical Support.
My name is from the OpenShift group of Engineers and I'Ll1l be assisting you with this service request,

I understand you have some cluster operators in degraded state post adding infra nodes. From the telemetry data, I can see the issue is probably occurring due to wrong configuration done in cluster monitoring configmap.

- Reason: InvalidConfiguration

- Message: Failed to rollout the stack. Error: the Cluster Monitoring ConfigMap could not be parsed: error converting YAML to JSON: yaml: line 27: did not find expected key
- LastTransition: 2021-05-24T715:10:05Z



Red Hat Insights for Red Hat OpenShift

Hit Rate, %

Product decisions: Alerts on fleet issues, detailed platform information, immediate engineering reponse Efficiency

alert|SystemMemoryExceedsReservation

100.00% ; ; ; - Hit Rate
1 1 - = Mean CCXAlert Bot APP 7:37 Am
[ ] 1 = Threshold 2 R 5
5600 ] 1 @ Ssymptom alert|SystemMemoryExceedsReservation spiking in 4.7.21
[} 1
Current hit rate: 21.63 % View superset dashboard
60.00%
Mean: 11.17 %
1 ]
40.00% ! 1 171 out of 1139 clusters on 4.7.21 reported this symptom.
1 1 Sz
0% ; A ies Last reply 2 montt
O y n “ﬁ& @ 25 replies Last reply 2 months ago
20.00% 11 {
[ ] 1
[ ] 1
0.00%- 7 L] 1
[ ] 1
"M”“’"’B’GGEZEEBEEBEEEEB%E%‘&’%&&'%’SSt““c""‘““”“m@E’GBSB’GEBBE’&;’B”‘“‘“‘”EE
Version
Unknown - 2 1 1 1 n
assisted-installer - 1
8
z
—! hypershift-unknown - 3
o
£
ipi- 1 4 1 2 2
upi - 4 1
¢ g F E g ¥ g ¢ E
T 3 2 3z z § B £ 3
4 S = g
8 & 5
platform



Red Hat Insights
Hear from Insights users



What do Insights users say?

& RedHat —
Insights ’

would have never seen

that without [Red Hat]
Insights.”

John Lemay
Systems Engineer
Greenway Health




What do Insights users say?

& RedHat —

Insights “| relied on the application

team... Now | just look at
[Red Hat] Insights.”

John T Mills
Infrastructure Architect
Graybar Electric Company




Red Hat Insights next steps and resources

Boost your
IT operations

Go to cloud.redhat.com today

Get access to our product page:
http://redhat.com/insights »

Read our blog:
https:/www.redhat.com/en/blog/chann
el/red-hat-insights »

=l Go to Red Hat Insights:
cloud.redhat.com »



http://cloud.redhat.com
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