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CONSEGNA
24-72 ore

113 mln di pacchi
2017 (+12.6%)

 Data as of May 2019 - Sources: http://resultscenter.posteitaliane.it/sites/poste15rc/files/area_download/annual-report-2018.pdf https://www.poste.it/prodotti/poste-delivery-express.html 

http://resultscenter.posteitaliane.it/sites/poste15rc/files/area_download/annual-report-2018.pdf
https://www.poste.it/prodotti/poste-delivery-express.html


CONSEGNA
4 GIORNI

2017
1 VM  12 RISORSE





le vm quasi non le facciamo più…

con i pacchi siamo arrivati 210 mln

 Data as of dec 2020 – Source Investor Meeting 2021: https://www.posteitaliane.it/files/1476534398194/PI_2024_Sustain_Innovate.pdf  

… e i cluster kubernetes li tiriamo su in 90 min

https://www.posteitaliane.it/files/1476534398194/PI_2024_Sustain_Innovate.pdf


LA CONTAINER 
PLATFORM

7



DA GEN0 A GEN2
LA CONTAINER PLATFORM

2017

6/2 Clusters/Chains 
1.200 Core
600 POD
30 Namespaces

GEN0

months

2018

GEN1

4/1 Clusters/Chains 
1.200 Core
2.000 POD
200 Namespaces

months

2019

months

GEN2 on-prem

5/1 Clusters/Chains 
3.000 Core
8.000 POD
630 Namespaces

2020

GEN2 on-
azure

12/3 Clusters/Chains 
1.800 Core
4.000 POD
370 Namespaces

week
s

2021

Piano Strategico ’21-’24
Hybrid & Multi-Cloud Strategy
Ingegnerizzazione Funzionamento IT
Governance ed evoluzione 
piattaforma

OBIETTIVI

• Infrastructure As a Code
• Uso pervasivo di containers
• Applicazioni modernizzate
• DevSecOps e GitOps enabled
• Single Pane od Glass (OCP 4.x)
• Multi Public Cloud
• Oracle to Zero e Unix to Zero
• Mainframe rightsizing



REFRESH 
TECNOLOGICO

DRIFT DI 
CONFIGURAZIONE

CONFIGURATION 
MANAGEMENT E 
BEST PRACTICES

MISURARE IL 
RUMORE

FULL STACK 
AUTOMATION



GEN3
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STRATEGIC GOALS E I TRE PILLAR DI DESIGN
GEN3

11

Portabilità

• Hybrid & Multi-cloud blueprint

• Public and External exposure

• Transparent URL filtering

Agilità e Governance

• Hybrid full-stack automation

• App migration practice

• Legacy Integrations utility

Innovazione

• L7 ingress security (fd, waf)
• Storage upgrades (ceph, 

portworx, nooba, geo replica)
• RHACM, RHACS
• Container Native Virtualization
• Ansible operator sdk e k8s 

gitops (Infrastructure Operator)
• Service Mesh (istio)
• Knative



ARCHITETTURA

12



BLUEPRINT
ALM EXTERNAL 

SERVICES

DNS LOAD 
BALANCER

AD & ASSET
STORAGE 
PROVIDER

HYBRID DC 
SERVICES

GLOBAL 
SERVICES

QUALITY 
CHECK

ADMISSION 
CONTROLLERS

MUTATING 
WEBHOOKS

POSTE 
TEMPLATES

POSTE CHARTS
POSTE 

OPERATORS

CORE EXTENSIONS

LOGGING OCP Auth CA
APP 

MONITORING

ROUTER OCS QUOTAS HARD LIMITS

CORE CUSTOMIZATIONS

CORE

INFRA
NODES SDN

URL 
FITERING

WAF LOG 
COLLECTORS

INFRA 
PROVIDERS



DEPLOYMENT



Cluster Up in 3 passaggi (~ 1,5H)
DEPLOYMENT

BASE 
INFRA
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PIATTAFORM
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    OpenShift
     installer IPI

Storage
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Deploy 
core
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customizations 
Poste 
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KUBERNETES

DAY 0
Base Infra

DAY 1
Core

TRACING

LOGGING

JAEGER

DAY 2
Customization

METRICS

PODNOISECATALOG



2 Datacenter proprietari in italia per i 
workload critici e i dati sensibili

2 Hyperscale Cloud Providers che 
garantiscono scalabilità e accesso 
alle migliori tecnologie

Kubernetes per astrarre l’infrastruttura 
garantire la resilienza e la portabilità 
dei workload

DEPLOYMENT

CLUSTER: 2 

CORE: 5.000 

CLUSTER: 4 

CORE: 8.000 

CLUSTER: 4 

CORE: 800 

CLUSTER: 2 

CORE: 400 

CLUSTER: 4 

CORE: 800 

CLUSTER: 8 

CORE: 1.600 

KUBERNETES

CATALOG

METRICS

LOGGING

TRACING

JAEGER

KUBERNETES

CATALOG

METRICS

LOGGING

TRACING

JAEGER

KUBERNETES

CATALOG

METRICS

LOGGING

TRACING

JAEGER

KUBERNETES

CATALOG

METRICS

LOGGING

TRACING

JAEGER

Automazione e DevOps



AUTOMATION FLOW



BACKSTAGE AUTOMATION
AUTOMATION FLOW

4. Pipeline

GEN3GO

1. Dichiarazione cluster

[Clustername]-vars.yaml

2. Doc. per rete

PF markdown
PF excel

IDWF markdown
IDWF excel

- Apertura firewall
- Firma certificati
- Predisposizione reti
- …

JENKINS
Setup base infra

D
A

Y
 0

Check predeploy D
A

Y
 2 Core customizations

Poste extensions

TERRAFORM + 
ANSIBLE

report-day0 report-day1 report-day2

extensions4.8

3. Doc. Input Automazione

Ansible 
Inventory

Terraform 
tfvars

install-config
yaml

PTR
text

…

edit 
template

D
A

Y
 1

IPI Installer

CSR

PF

IDWF

Mail / ticket

5. Gen3.0



AGILE TEAM



AGILE DEVELOPMENT
ORGANIZZAZIONE DELL’AGILE TEAM

G
E

N
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S
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P
T
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N

Sprint 
Planning

Product 
Backlog

Sprint 
Review

Sprint 
Retrospective

Daily 
Scrum

Increment

Sprint 
Backlog

AGILE MEETINGs

Stand up meeting di 30 minuti tutti i giorni con 
i componenti del team Poste (Architetture, 
Ingegneria) e fornitori (Redhat, Almaviva, Bip).

Sprint Review e Retrospective ogni 2 week.

GITLAB CENTRIC

Backlog di lavorazione, Sprint e 
avanzamenti sono definiti su Gitlab così 
come tutta la documentazione e gli 
artefatti rilasciati per il progetto stesso.

Full Gitlab source of truth.

Scrum Team



Issue gitlab – milestone – sprint – commit 
NUMERI DALL’AGILE TEAM

21

287 issue / user stories totali

13 milestone

162 issue closed

125 issue  open 🡪 backlog

17 doing

16 Sprint

16  Shared participant

1895 commit

13 branches

2 releases



INSOURCING

AGILE WAR ROOM
(two pizza team 

rocks!)
DIVULGATE A FULL 
STACK APPROACH

PLAN TO WORK 
REMOTE



LESSON LEARNED & ROADMAP



INSOURCING

AGILE WAR ROOM
(two pizza team 

rocks!)

FULL STACK 
APPROACH

COLLABORATION / 
PLAN TO WORK 

REMOTE

AUTOMATION

INFRA AS A PRODUCT



GEN3.1 AND UP
GO HYBRID!

Delivery 
cluster on 

Azure

Delivery 
cluster on 

Prem 
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Prototipazione e 
Sperimentazion

e Blueprint on 
Prem
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a

Blueprint On AWS

KT vs ITOPS / 
on prem

 – on Azure

KT vs ITOPS / 
on AWS

Delivery cluster
on AWS

Blueprint on 
Azure

Full GitOps

Start workload 
migration 

Gen2🡪Gen3

Dismissione 
Gen2

Start 
Onboarding 

new workloads 
gen3

(nuove 
inizitive, 

containeriz 
factory)



IL CONTROLL PLANE CENTRALIZZATO
GESTIONE MULTICLUSTER

Advanced Cluster 
Manager Hub 

Red Hat Openshift 

RHACM Endpoint 

Red Hat OpenShift 

RHACM  Endpoint 

Red Hat OpenShift 

RHACM  Endpoint 

Red Hat OpenShift 

Cluster Lifecycle 
Management - Gestione 
centralizzata del ciclo di vita dei 
cluster gen3

Policy-Based Management - 
Aderenza agli standard aziendali 
tramite policy centralizzate

Observability - Visione 
consolidata  delle performance e 
del comportamento dei clusters

Edge



LE EVOLUZIONI IN AMBITO SECURITY
DEVSECOPS

Secure infrastructure

Shift left

Estensione delle funzionalità di 
vulnerability scanning e compliance 

alle fasi di build applicativo

Kubernetes security 
posture management 

(KSPM)

Implementazione delle configurazione 
di Security Posture Management per 

l’hardening dell’infrastruttura

Cloud workload 
protection (CWPP)

costruzione ed enforcement di 
ambienti a“zero-trust execution” per 

la protezione dei workloads

Secure supply chain Secure workloads

Vulnerability analysis

App config analysis

APIs for CI/CD integrations

Image assurance and policy admission 
controller

Compliance assessments

Risk profiling

Runtime behavioral analysis

Auto-suggest network policies

Threat detection / incident response

DevSecOps SecurityDevOps



Q&A



GRAZIE!

Immagine tratta da 
www.lastampa.it
A Novara dove si smistano i pacchi
 “made in China”

Immagine tratta da www.ibm.com
IBM history ibm100 images

Immagine tratta da www.flickr.com
Bing, Bada. Warhol's Light Bulbs

Ansible, Openshift, Openstack, ACS and the Ansible, Openshift, Openstack logos are trademarks of Red Hat
Packer, Terraform and the Packer logos are trademarks of Hashicorp
Git Logo by Jason Long is licensed under the  Creative Commons Attribution 3.0 Unported License
Kubernetes®, fluentd®, Prometheus®, Jaeger™ and Helm® logos are trademark of the linuxfoundation
Jenkins® is a registered trademark of LF Charities Inc.
Sonatype and Sonatype Nexus are trademarks of Sonatype, Inc. 
Azure and related symbol such as ACR and Log Analytics are registered trademarks of Microsoft
AWS is a registered trademarks of Amazon 
Elasticsearch and Kibana are registered trademark of Elasticsearch B.V.
Grafana® and the Grafana®  logo are a registered trademark of Raintank, Inc. dba Grafana Labs 
Datadog logo or Bit is a registered trademark of Datadog, Inc.
Infoblox logo is a registered trademark of Infoblox Inc.
GlobalSign logo is a registered trademark of GlobalSign
Isometric Market Vectors by Vecteezy
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