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& RedHat @ RedHat

%%, OpenShift product family

Advanced
‘ Red Hat ‘ Red Hat ‘ RedHat ‘ RedHat
Advanced Cluster Management Advanced Cluster Security Quay OpenShift
for Kubernetes for Kubernetes Data Foundation
Multicluster management Cluster security Global registry Cluster data management**
‘ Red Hat Observability | Discovery | Policy | Compliance | Declarative security | Container vulnerability Image management | Security scanning | RWO, RWX, Object | S3 | Efficiency |
OpenShift— | Configuration | Workloads management | Network segmentation | Geo-replication Mirroring | Image builds Performance | Security | Backup |
Platform Plus Threat detection and response DR Multicloud gateway
Manage workloads Build cloud-native apps Data-driven insights Developer productivity
Platform services Application services* Data services* Developer services
+ Service mesh | Serverless + Languages and runtimes + Databases | Cache * Developer CLI | IDE
gegrtlsalfift ‘ + Builds | Cl/CD pipelines * APl management + Data ingest and preparation + Plugins and extensions
Copntainer Platform - GitOps | Distributed Tracing * Integration + Data analytics » CodeReady workspaces
* Log management + Messaging + Al/ML + CodeReady containers
+ Cost management * Process automation Migration tools

Kubernetes cluster services

Install | Over-the-air updates | Networking | Ingress | Storage | Monitoring | Log forwarding | Registry | Authorization | Containers | VMs | Operators | Helm

‘ RedHat —— certified
OpenShift q
Kubernetes Engine Kubernetes (orchestration)

kubernetes

8, Red Hat . . . & RedHat
< Enterprise Linux Linux (container host operating system) Egtr(:ropgse Linux

Physical Virtual Private cloud Public cloud Edge




Runtime -> Development -> Enterprise Hybrid Cloud Platform

8, RedHat
‘I Red Hat OpenShift Platform Plus

&, RedHat OpenShift Container Platform

OpenShift Kubernetes Engine . . Manageability and consistency across
Opinionated application hybrid and multi cloud with advanced

development platform security for DevSecOps

Essential enterprise
Kubernetes Infrastructure Adds:

e Developer console Adds:
Includes: e | ogmanagementand e Red Hat Advanced Cluster
metering/cost management Management for Kubernetes
Red Hat OpenShift Serverless Red Hat Advanced Cluster
Red Hat Enterprise Linux (Knative) Security for Kubernetes
CoreOS immutable container Red Hat OpenShift Service Mesh Red Hat OpenShift Data
oS (Istio) Foundation Essentials
Administrator console Red Hat OpenShift Pipelines & Red Hat Quay

OpenShift Virtualization Red Hat OpenShift Gitops
(Tekton, ArgoCD)

e Enterprise Kubernetes
runtime

& RedHat
OpenShift
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Aplikacje




public class HelloWorld {

public static void main(String[] args) {
// Prints "Hello World" to the terminal window.
System.out.println ("Hello World") ;



Does it work?

Build the
application

Run with
kubectl

Prepare
Dockerfile

Prepare
YAML for
Kubernetes

Build the image
with docker

Push the image
to the registry

& RedHat
OpenShift
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“am a developer, | don't want to
care about Dockerfiles, Images and
stuff.”

Every Developer
Everywhere



Build the ) Prepare ) Build the image

Life Made Easier

Prepare

: Push the image
Run with kubectl 4 YAML for 4= to the registry

Kubernetes

Single command

~
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& RedHat

OpenShift



Evolution of Software Architecture Hybrid App

Mobile
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Microservices
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Elastyczne srodowisko Cloud-Native

& RedHat

Ansible Automation & RedHat

& RedHat

Platform Application Services CodeReady
@ : . @
w» RedHat Service Mesh | Pipelines | Serverless o RedHat
OpenShift Data Services
Build Test Deploy
e - " m ,
S O @ B g
S S — — |
Self-service Consistent Automated build Cl/CD Configuration App logs and
provisioning environments  and deployment pipelines management metrics
Code Review Monitor

& RedHat



Our vision is to simplify the creation of cloud-native services and serverless
functions with a rich set of components and tools to match the workloads of

modern cloud native apps

Tools and standard
processes to increase

Runtimes, frameworks

Automate Kubernetes and services to build

application operations

it DevEEs i e applications natively on

Kubernetes

developer productivity
on Kubernetes

& RedHat Red Hat & RedHat
OpenShift Application CodeReady
Services

& RedHat
OpenShift
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Wirtualizacja




& KubeVirt

KubeVirt technology addresses the
needs of development teams that
have adopted or want to adopt
Kubernetes but possess existing
Virtual Machine-based workloads
that cannot be easily containerized

Leverage KubeVirt and Kubernetes
to manage virtual machines for
impractical-to-containerize apps

Combine existing virtualized
workloads with new container
workloads on the one platform

Support development of new
microservice applications in
containers that interact with existing
virtualized applications

‘ RedHat
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Tradycyjna infrastruktura aplikacyjna

$ Koszt @ Czas
" ccorwer fizyczny M Maszyna wirtualna 8 Pamie¢ masowa
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o
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& RedHat



Modernizacja infrastruktury aplikacyjnej
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Proces transformacji infrastruktury aplikacyjnej

_—
Stan obecny > Faza migrac;ji : Faza modernizacji >Stan docelowy

fimo B

58

Kontener

Maszyna
wirtualna

Pamiec¢
masowa

KO

System pamieci
masowej

Wirtualizacja Wirtualizacja + Bare Metal Bare Metal

& RedHat
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Decyzje technologiczne na wczesnym etapie transformacji

Opcjanri

Przesztosc

Opcjanr 2

NANREA

1

>

NANAEA

>

> Przysztosc



Decyzje technologiczne na wczesnym etapie transformacji

> Przysztosc

NANAEA
>
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Automatyzacja
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Infrastructure as Code

& RedHat



Wyzwania w najwiekszych organizacjach

Wiele niezintegrowanych, réznorodnych narzedzi i proceséw
Czasochtonnosc¢ operacji manualnych, btedy ludzkie, niespojnosc konfiguracji
Luki w bezpieczenstwie, trudnosé w utrzymaniu zgodnosci i egzekwowaniu polityk

Lo

Uzytkownicy
Rozwoj aplikacji  Utrzymanie systeméw Bezpieczenstwo  Utrzymanie sieci Linie biznesu
Continuous Integration Katalog ustug Zarzadzanie .
. . - . ; Proaktywna analiza
/Continuous Delivery self-service bezpieczenstwem
Obszar : .
. y Skalowanie obcigzen Earigdzan{e Wylc<ir)J/cwar’1|<-j.' Sztuczna inteligencja
funkqonalne onfiguracja podatnosci

Egzekwowanie

Serverless Cykl zycia aplikaciji 2godnosci

Internet rzeczy

Chmury prywatne Chmury publiczne

Sieci Pamiec¢ masowa

Konfiguracja Zamowienie Powotanie Utrzymanie Wygaszenie

Domeny
technologiczne Zasoby

Bezpieczenstwo
obliczeniowe

Cykl zycia ustugi

Kompleksowa automatyzacja procesdw technologicznych w srodowiskach o duzej skali

‘ Red Hat

Ansible Automation
Platform

Najbardziej powszechnaii
najszybciej rozwijajgca sie
technologia ha rynku

Najbardziej atrakcyjnaii
poszukiwana wiedza
ekspercka

Baza certyfikowanych
modutow bezposrednio od
dostawcow technologii

Obstuga catego stosu
technologicznego w modelu
infrastruktura jako kod (laC)

Wsparcie 24/7, ustugi
wdrozeniowe i szkolenia

‘ RedHat



System orkiestracji srodowisk chmurowych

- Portal AP A Red Hat Ansible Ansible Tower Klienci wewnetrzni
Klienci zewnetrzni ~ Ustugowy Automation GUI & AP ‘

Zespoty utrzymania

Service catalog
Multi-tenant
Multi-platform

Approval
Consumption report
GUI & APl interface
Service lifecycle Fully automated

0 Red Hat OpenShift Container Platform Platformy Wirtualne

pigﬂli;ye Wtasne centra danych

SDS

(Ceph)




Proces realizacji ustugi

Zamowienie

Klient

7

Interfejs
Uwierzytelnienie
Tenant
Organizacja
Uzytkownik
Katalog ustug
Parametry

RED HAT
ANSIBLE

Automation

Approval

Liczba
Wielkosc
Obecne
uzycie
Uprawnienia

Approver

Ansible Job

Przygotowanie Utworzenie Konfiguracja
sSrodowiska instanciji instanciji
° Sie¢ ° Osrodek ° Adresacja
° Storage ° Platforma ° Utwardzenie
° Security ) Nazwa ° Rejestracja
° Tagi ° Domena AD / LDAP
° Wielkos¢ DNS
° oS CMDB
° Tagi Satellite
° Komunikacja
Firewall
LB
VLAN
° Autentykacja
Ansible Job Ansible Job Ansible Job
Ansible Workflow

Instalacja

oprogramowania

Repozytoria
Pakiety

GIT
Llcencje
Aktualizacja
Tagi

Ansible Job

Notyfikacja
zwrotna
° E-mail
Inventory
Nazwa
Link
Opis
° Klient
° Approver
° Admin
Ansible Job

Nowoczesny sposob realizacji wszystkich elementow ustugi na wielu
platformach




T
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Kubernetes Attack Matrix

Initial Access Persistence Privilege Defense Credential Discovery Lateral

Escalation Evasion Access Movement

Using Cloud Exec into Backdoor Privileged Clear container Access the K8S  Access cloud
credentials container container container logs List K8S secrets API server resources Data Destruction
Compromised bash/cmd inside Writable Cluster-admin Delete K8S Mount service  Access Kubelet Container service Resource
images in registry container hostPath mount binding events principal API account Hijacking
Kubernetes Pod / container Access container Network Cluster internal
Kubeconfig file  New container Cronlob hostPath mount name similarity service account mapping networking Denial of service
Applications Applications
credentials in Access credentials in
Application Application Access cloud Connect from configuration Kubernetes configuration
vulnerability exploit (RCE) resources Proxy server files dashboard files
SSH server Writable volume
Exposed running inside Instance mounts on the
Dashboard container Metadata API host
Access
Kubernetes
dashboard
Access tiller

endpoint



OpenShift Container Platform D efe nse | n D e pt h

- Supports different IdPs
- Built-in OAuth server

- RBAC Cluster & Project
- API Event auditing Project A
- Monitoring

- Logging

Multi tenant Projects

Project B with
Service Mesh

Project

Network Security

Container Security

Software Defined Network (SDN) plug-in

kubernetes /

[ Kubernetes Network Policies !

; !
/ Multus !

Service Mesh

Red Hat Enterprise Linux CoreOS

Red Hat CoreOS - |
- Minimized attack sur.f-ace Security Context Constraints - Manage access to host | /
- Controlled lmmUtablllty (Kubernetes Admission Controller) '

- SELinux on by default
- Kernel namespaces and Cgroups
- CRI-O container runtime, Kubelet

- Auditd for host-level audit .
- FIPS enablement Red Hat Universal Base Image | Pod / Container
containers can leverage RHEL
FIPS capabilities

- RHCOS volume encryption



Detect | Protect | Respond

RHACS <

O. Detect

Trusted content
Container registry
Build management

Cl/CD pipeline
Vulnerability Analysis

App Config Analysis

APIs for CI/CD pipeline

Build

(J Protect

Kubernetes platform lifecycle

Identity and access management

Platform data

Deployment policies

Image Assurance

Compliance Assessments

Risk Profiling

Deploy

<

DevSecOps

[] Respond

Container isolation
Network isolation
Application access and data
Observability

Runtime Behavioural Analysis

Auto-suggest Network Policies

Threat Detection

Run

> & RedHat

OpenShift
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zego oczekuja klienci

-
!“

fuE

-




Szczescie sprzyja lepszym
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Regional Manager, CEE, Solution Architecture
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