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Wie Software Entwickler
die zweitbesten Freunde

von CISOs und CDOs Q
werden konnen
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Agenda

Warum reden wir (gerade) heute uber dieses Thema?
Wie konnte eine Vision fur Software-Entwicklung lauten?
Inwiefern interessiert das CxO?

Was braucht es dafur?

Wie haben das Organisationen in Osterreich umgesetzt?
Welchen Beitrag kann Red Hat & Eco-System leisten?

3

Open.Tour & RedHat | intel



Optional sect ion marker or t itle

Warum reden wir

(gerade) heute uber
dieses Thema? 0

e

‘ Open.Tour & ReaHat | intel



Software wird immer wichtiger!
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Wie erstellen, betreiben und
nutzen wir Software?

Wenn Software sprechen konnte,
was wurde sie uns sagen?
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How the customer explained  How the project leader How the programmer wrote How the project was How the customer was billed What the customer really
it understood it it documented needed
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#he Marshmallow Challenge @ Tom Wujec

' ‘ __________________________ E‘: TED Talk: “Build a tower, build a team”
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https://youtu.be/H0_yKBitO8M

he Marshmallow Challenge - Die Zeit lauft...
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LFhe Marshmallow Challenge - Kreative Bauwerke
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The Marshmallow Challenge - Das Ergebnis

Height Average
(Inches)
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The Marshmallow Challenge - Das Ergebnis

Height
(Inches)

J

Average Bsu(sl:t;oe?s Lawyers  Kinder-

garten
Students
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The Marshmallow Challenge - Das Ergebnis

30
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10
0 |
tlfdgl:)t Average :%sﬁ'é?; Lawyers I;img Agr%mrs& CEOs
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Unterschiedliche Herangehensweisen...
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.. Tihren zu unterschiedlich guten Ergebnissen
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Wie konnte eine Vision fur
Software-Entwicklung
lauten? Q
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Wir wollen Software ofter und sicherer
deployen, um die Nutzer der Software
zufriedener zu stellen und schneller

aut Sicherheits-Probleme zu reagieren.
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Continuous Delivery is a set of practices in which code
changes are automatically deployed into an acceptance

environment (or in the case of continuous deployment into
production).

Quelle: https://github.com/cncf/glossary/blob/main/cloudnative-glossary.pdf

y
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Continuous Delivery ist nur
etwas fur Internet - Start-ups!
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CD crucially includes procedures to ensure that
software is adequately tested before deployment and
provides a way to rollback changes if deemed necessary

Quelle: https://github.com/cncf/glossary/blob/main/cloudnative-glossary.pdf V
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Time-to-Market ist nur ein Aspekt
von Continuous Delivery...
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Bei Sicherheitslucken ist die Zeit nicht Dein Freund...
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Fehlersuche in “altem Code” hat den Spassfaktor einer

Wurzelbehandlung...
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Wenn wir standig deployen,
wird der Betrieb komplett
instabil!
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[..] organizations that claim to be discouraging risk are
actually following practices that increase risk, and
many of their existing practices around risk
management, of infrequent deployments are
simply risk management theater...

Quelle: DevOps Report 2021
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Repeatedly, the data has shown that the use of
continuous delivery practices predicts higher IT
performance [..], higher levels of throughput and
stability. In 2021, there's virtually no rational argument
for not adopting continuous delivery practices.

Quelle: DevOps Report 2021
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Inwiefern interessiert das
CxQO?
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Eine statistische Erhebung von Korrelationen

ACCELERATE

e Nicole Forsgren, PhD

Jez Humble, -+ Gene Kim
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Einfluss- und Ergebnisfaktoren von Software
Delivery & Operational Performance (SDO)

‘ [ﬁ S (

Industry (control)
O Enterprise (control)
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ACCELERATE
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Metriken von Software Delivery & Operational Performance

SDO Performance
Software

delivery
performance

Availability

Mean time
to recovery
(mttr)

Change
failure rate

@ Lead time ﬁ Deployment

for change frequency

34

Open.Tour & RedHat | intel




Optional section marker or title

Was braucht es dafur?
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PROCESS

PEOPLE /
ORGANIZATION

Container
Kubernetes

TECHNOLOGY
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Fundamental Team Types Team Interaction Modes

Stream-aligned team

Collaboration

Enabling

team s Team

Ko ¥" Topologies

XaasS

Complicated
Subsystem team

Facilitating

Platform team
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Mapping von Organisations - und I T-Architektur

Application o
Layer Stream-aligned Product Development Teams
Platform Services Application Services Developer Services
Platform
Layer Cluster Services
InfraLayer i E——-———_—_—————————--——-—-———————;-———"—1— ———————————————————————————————————————————————————— :
Cloud) : Physical Virtual Private cloud Public cloud :
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What's New in OpenShift 4.10

Red Hat Open Hybrid Cloud Platform - for Innovation and Security

& RedHat & RedHat & RedHat & RedHat

Advanced Cluster Management Advanced Cluster Security Quay OpenShift
for Kubernetes for Kubernetes Data Foundation
Multicluster management Cluster security Global registry Cluster data management
Observability | Discovery | Policy | Compliance | Declarative security | Container vulnerability Image management | Security scanning | RWO, RWX, Object | Efficiency |
‘ gec;:lsa:ift ¢ Configuration | Workloads management | Network segmentation | Geo-replication Mirroring | Image builds Performance | Security | Backup |
Plgtform Plus Threat detection and response DR Multicloud gateway
Manage workloads Build cloud-native apps Data-driven insights Developer productivity
Platform services Application services* Data services* Developer services
* Service mesh | Serverless + Languages and runtimes + Databases | Cache + Developer CLI | IDE
‘ CR);g:ISaI:ift * Builds | CI/CD pipelines * APl management + Data ingest and preparation + Plugins and extensions
Container Platform « GitOps | Distributed Tracing * Integration + Data analytics + CodeReady workspaces
» Log management * Messaging * Al/ML + CodeReady containers
+ Cost management * Process automation

Kubernetes cluster services

Install | Over-the-air updates | Networking | Ingress | Storage | Monitoring | Log forwarding | Registry | Authorization | Containers | VMs | Operators | Helm

& RedHat o+

OpenShift )
Kubernetes Engine Kubernetes (orchestration)

. . . &, RedHat
Linux (container host operating system) Enterprise Linux
CoreOS

\.D RedHat

Enterprise Linux

= = @ D ‘o
Physical Virtual Private cloud Public cloud Edge
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*  Red Hat OpenShift® includes supported runtimes for popular languages/frameworks/databases. Additional capabilities listed are from the Red Hat Application Services and Red Hat Data Services portfolios. ‘ Red Hat
** Disaster recovery, volume and multicloud encryption, key management service, and support for multiple clusters and off-cluster workloads requires OpenShift Data Foundation Advanced



Bleiben Sie gespannt...
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Vielen Dank fur die
Aufmerksamkeit!
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